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S ocke t s  (1 )
(in t r od u c t ion )

• Th e  m os t  w id e s p r e a d  API is  t h e  s ocke t  
in t e r fa ce

• S ocke t s  con s t it u t e  a  g e n e r ic  d e vice  
a llow in g  com m u n ica t ion s  b e tw e e n  
p r oce s s e s  n ot  r e s id in g  on  t h e  s a m e  h os t

• A s ocke t  ca n  b e  s e e n  like  on e  of t h e  
e n d s  of a  com m u n ica t ion  d e vice . Un d e r  
UN IX, on e  or  m or e  p r oce s s e s  ca n  r e a d  
or  w r it e  in  t h is  on e  via  a  I/O d e s c r ip t or  
p r ovid e d  b y t h e  s ocke t



  

S ocke t s  (2 )
(s ocke t 's  d om a in )

• A s ocke t , w h e n  it  w a n t s  t o  
com m u n ica t e  w it h  a n ot h e r  s ocke t , u s e s  
a  log ica l a d d r e s s  h a vin g  a  s p e c ific  
for m a t . S u ch  a  w h ole  of s a m e  
a d d r e s s e s  for m a t  is  ca lle d  a  d om a in  
(w a r n in g : d om a in   p r otocol)≠

• Tw o im p or t a n t  d om a in s :

– in t e r n e t  d om a in  IPv4  (AF _IN ET)

– in t e r n e t  d om a in  IPv6  (AF _IN ET6 )



  

S ocke t s  (3 )
(s ocke t 's  d om a in )

• Th e r e  a r e  a ls o m a n y of ot h e r  d om a in s :
– UN IX d om a in  (AF _UN IX or  

AF _LOCAL). Th is  la s t  h a s  on ly on e  
h is tor ica l in t e r e s t  a n d  a llow s  on ly t h e  
com m u n ica t ion  b e t w e e n  s ocke t s  
r e s id in g  on  t h e  s a m e  h os t

– ATM  d om a in  (AF _ATM )
– IS O d om a in  (AF _IS O), IS O p r ot ocols
– e t c…



  

S ocke t s  (4 )
(s ocke t 's  t yp e )

• Ea ch  s ocke t  h a s  a  t yp e  w h ich  
d e t e r m in e s  it s  fu n c t ion a lit ie s . Th e r e  
a r e  3  p r in c ip a l t yp e s :

– Typ e  S OCK_DGRAM : u n r e lia b le  
com m u n ica t ion  in  n on  con n e c t e d  
m od e . In  t h e  In t e r n e t  d om a in , it  is  
p r ot ocol UDP

– Typ e  S OCK_S TREAM : r e lia b le  
com m u n ica t ion  in  con n e c t e d  m od e . 
In  t h e  In t e r n e t  d om a in , it  is  p r ot ocol 
TCP



  

S ocke t s  (5 )
(s ocke t 's  t yp e )

• Typ e  S OCK_RAW: a llow s  a cce s s  t o  t h e  
p r ot ocols  of low e r  le ve l like  IP  a n d  
ICM P. Un d e r  UN IX, t h is  t yp e  is  
a cce s s ib le  on ly t o  t h e  “su p e r -u s e r ” a n d  
is  u s e d  in  p a r t icu la r  b y d e ve lop e r s

• Ot h e r  t yp e s  e xis t  b u t  a r e  u s e d  lit t le . 
F or  e xa m p le  t yp e  S OCK_S EQPACKET, 
s im ila r  t o  t h e  t yp e  S OCK_S TREAM , b u t  
w h ich  m e e t s  on ly in  t h e  d om a in  Xe r ox 
(AF _N S )



  

S ocke t s  (6 )
(s t r u c t u r e s  cor r e s p on d in g  t o  t h e  va r iou s  

d om a in s : UN IX BS D 4 .4 )

/* g e n e r ic  s t r u c t u r e  */

/* /u s r/in c lu d e /s y s /s ock e t .h  */

s t ru ct  s ock ad d r {

u _ch ar s a_le n ;   /* t ot a l le n g t h  */

s a_fam ily _t s a_fam ily ;  /* d om a in  */

ch ar s a_d ata[1 4 ]; /* a d d r e s s  */

} ;



  

S ocke t s  (7 )
(s t r u c t u r e s  cor r e s p on d in g  t o  t h e  va r iou s  

d om a in s : UN IX BS D 4 .4 )

/* IPv4  s t r u c tu r e  */

/* /u s r/in c lu d e /n e t in e t /in .h  */

s t ru ct  s ock ad d r_in  {

u _ch ar s in _le n ; /* t ot a l le n g t h  */

u _ch ar s in _fam ily ; /* AF _IN ET */

u _s h ort s in _p ort ; /* p or t  n u m b e r  */

s t ru ct  in _ad d r s in _ad d r; /* IPv4  @ */

ch ar s in _z e ro[8 ];

} ;



  

S ocke t s  (8 )
(s t r u c t u r e s  cor r e s p on d in g  t o  t h e  va r iou s  

d om a in s : UN IX BS D 4 .4 )

/* IPv6  s t r u c tu r e  */
/* /u s r/in c lu d e /n e t in e t /in .h  */
s t ru ct  s ock ad d r_in 6  {

u _in t8 _t s in 6 _le n ; /* t ot a l le n g t h  */
u _in t8 _t s in 6 _fam ily ; /* AF _IN ET6  */
u _in t1 6 _t s in 6 _p ort ; /* p or t  n u m b e r  */
u _in t3 2 _t s in 6 _flow in fo; /* flow  id  */
s t ru ct  in 6 _ad d r s in 6 _ad d r; /* IPv6  @ */
u _in t3 2 _t  s in 6 _s cop e _id ; /* s cop e  */

} ;



  

S ocke t s  (9 )
(s t r u c t u r e s  cor r e s p on d in g  t o  t h e  va r iou s  

d om a in s : UN IX BS D 4 .4 )

/* IPv4  a d d r e s s  (/u s r/in c lu d e /n e t in e t /in .h ) */

s t ru ct  in _ad d r {

u _in t3 2 _t s _ad d r; /* 3 2  b it s  */

} ; /* It ' s  a  s t r u c t u r e  for  h is t or ica l r e a s on s  */

/* IPv6  a d d r e s s  (/u s r/in c lu d e /n e t in e t /in .h ) */

s t ru ct  in 6 _ad d r {

u _in t8 _t s 6 _ad d r[1 6 ]; /* 1 2 8  b it s  */

} ;



  

S ocke t s  (1 0 )

• Th e  s ize  of t h e  s t r u c tu r e  s ock ad d r_in 6  
is  h ig h e r  t h a n  t h e  s ize  of t h e  g e n e r ic  
s t r u c t u r e  s ock ad d r

• Th e  s t r u c t u r e  s ock ad d r_s torag e  is  of 
s u ffic ie n t  s ize  t o t a ke  in t o a ccou n t  a ll 
t h e  p r ot ocols  w h ile  m a n a g in g  t h e  
p r ob le m s  of a lig n m e n t . An  e xa m p le  of 
u s e :

s t ru ct  s ock ad d r_s torag e  s s ;

s t ru ct  s ock ad d r_in  *s  =  (s t ru ct  s ock ad d r_in  *) &s s ;

s t ru ct  s ock ad d r_in 6  *s 6  =  (s t ru ct  s ock ad d r_in 6  *) &s s ;



  

socke t  sys t e m  ca ll (1 )

• It  is  t h e  p r im it ive  w h ich  a llow s  t h e  
c r e a t ion  of a  s ocke t . It  h a s  3  a r g u m e n t s  
a n d  r e t u r n s  e it h e r  t h e  I/O d e s c r ip t or  
a s s oc ia t e d  w it h  t h e  s ocke t , or  - 1  in  t h e  
e ve n t  of e r r or

in t  s ock e t  (in t  d om ain , in t  t y p e , in t  p rotoco l);

• Th e  la s t  a r g u m e n t  is  t h e  p r ot ocol 
ch os e n  b y th e  u se r . Wh e n  it  is  0 , t h e  
d e fa u lt  p r ot ocol s u g g e s t e d  b y t h e  
s ys t e m  is  s e le c t e d  (u s u a l ca s e )



  

socke t  sys t e m  ca ll (2 )

• An  e xa m p le : p r ot ocol TCP in  In t e r n e t  
d om a in  (IPv6 )

in t  s ock ;

s ock  =  s ock e t  (AF_INET6 , S OCK_S TREAM, 0 );

if (s ock  = =  –1 )

p e rror ("s ock e t");

e ls e

…
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DN S  p r im it ive s  (1 )
• Th e y a r e  t h e  p r im it ive s  (d u a l on e  of t h e  

ot h e r ) g e tad d rin fo  a n d  g e tn am e in fo . 
Th e y a r e  in d e p e n d e n t  of t h e  fa m ily of 
a d d r e s s e s  a n d  s t a n d a r d ize d  b y t h e  
IEEE

• Th e y r e p la ce  t h e  old  p r im it ive s :
– g e th os tb y n am e , g e th os tb y ad d r
– g e ts e rv b y n am e , g e ts e rv b y p ort

• Th e y m a ke  it  p os s ib le  in  p a r t icu la r  t o  
t a ke  in t o a ccou n t  t h e  n e w  fa m ily of 
a d d r e s s e s  AF _IN ET6 , w h ich  d id  n ot  
a llow  t o d o, for  e xa m p le , t h e  p r im it ive  
g e th os tb y n am e



  

DN S  p r im it ive s  (2 )

in t  g e tad d rin fo  (con s t  ch ar *n od e n am e ,

       con s t  ch ar *s e rv n am e ,

         con s t  s t ru ct  ad d rin fo  *h in ts ,

       s t ru ct  ad d rin fo  **re s );

v o id  fre e ad d rin fo  (s t ru ct  ad d rin fo  * re s );

con s t  ch ar *g a i_s t re rror(in t  e rrcod e );



  

DN S  p r im it ive s  (3 )

s t ru ct  ad d rin fo  {
in t  a i_flag s ; /* AI_PAS S IVE,AI_CAN ON N AM E, … */
in t  a i_fam ily ; /* AF _xxx */
in t  a i_s ock ty p e ; /* S OCK_xxx */
in t  a i_p rotoco l; /* 0  or  IPPROTO_xxx */
s iz e _t  a i_ad d rle n ; /* a d d r e s s  s ize  (ai_ad d r) */
ch ar *a i_can on n am e ; /* fu lly q u a lifie d  d om a in  n a m e  */
s t ru ct  s ock ad d r *a i_ad d r; /* b in a r y a d d r e s s  */
s t ru ct  ad d rin fo  *a i_n e x t ; /* p oin t e r  t o  n e xt  s t r u c tu r e  */

} ;



  

DN S  p r im it ive s  (4 )
(a n  e xa m p le  of u se  of g e tad d rin fo )

in t  re t ;

ch ar *h os t ;

s t ru ct  ad d rin fo  *re s , *p t r;

s t ru ct  ad d rin fo  h in ts  =  {

AI_CANONNAME, /* F QDN  */

AF_UNS PEC, /* IPv4  a n d  IPv6  */

S OCK_S TREAM, /* TCP on ly */

0 , 0 , NULL, NULL, NULL /*  m u s t  b e  0  */ 

} ;       /*  or  N ULL */



  

DN S  p r im it ive s  (5 )
(a n  e xa m p le  of u se  of g e tad d rin fo )

re t  =  g e tad d rin fo  (h os t , NULL, &h in t s , &re s );
if (re t ) {

fp rin t f (s td e rr, "%s \n ", g a i_s t re rror(re t ));
/* m or e  e r r or  p r oce s s in g   h e r e  */ }

for (p t r =  re s ; p t r; p t r =  p t r–> ai_n e x t )
s w itch (p rt  –> ai_fam ily ) {
cas e  AF_INET: /* IPv4  a d d r e s s  */

   cas e  AF_INET6 : /* IPv6  a d d r e s s  */
}

fre e ad d rin fo(re s );



  

DN S  p r im it ive s  (6 )

• Th e  d u a l p r im it ive  g e t n a m e in fo ca r r ie s  
ou t  t h e  t r a n s la t ion  of a n  a d d r e s s  
t ow a r d s  a  n a m e

in t  g e tn am e in fo  (con s t  s t ru ct  s ock ad d r *s a ,
         s ock le n _t  s a le n ,
         ch ar *h os t , s iz e _t  h os t le n ,
         ch ar *s e rv , s iz e _t  s e rv le n ,
         in t  flag s );

• Th e  fie ld  fla g s  m a ke s  it  p os s ib le  t o  
m od ify t h e  a n s w e r  (b it s : 
N I_N UM ERICH OS T, N I_N UM ERICS ERV, 
N I_N AM EREQD, N I_DGRAM )



  

Ad d r e s s  con ve r s ion  
p r im it ive s  (1 )

• Th e  fu n c t ion  in e t_p ton  con ve r t s  a  
t e xt u a l a d d r e s s  in t o it s  b in a r y for m a t . It  
r e tu r n s  1  in  t h e  e ve n t  of s u cce s s , 0  if 
t h e  p r ovid e d  t e xt u a l a d d r e s s  is  n ot  
va lid  a n d  - 1  if t h e  a d d r e s s  fa m ily is  n ot  
r e cog n ize d  (AF _IN ET a n d  AF _IN ET6  
on ly)

in t   in e t_p ton (in t  a f, /* AF _IN ET or  AF _IN ET6  */
   con s t  ch ar *s rc , /* a d d r e s s  t o  con ve r t  */
   v oid  *d s t ); /* a d d r e s s  con ve r t e d  */



  

Ad d r e s s  con ve r s ion  
p r im it ive s  (2 )

• Th e  fu n c t ion  in e t _n t op  con ve r t s  a  
b in a r y a d d r e s s  in t o it s  t e xt u a l for m . It  
t u r n s  ove r  t h e  n u ll p oin t e r  in  t h e  e ve n t  
of fa ilu r e  (a d d r e s s  fa m ily n ot  s u p p or t e d  
or  in s u ffic ie n t  b u ffe r  s ize )

ch ar *in e t_n top (in t  a f, /* AF _IN ET ou  AF _IN ET6  */
      con s t  v o id  *s rc , /* a d d r e s s  t o  con ve r t  */
      ch ar *d s t , /* a d d r e s s  con ve r t e d  */
      s iz e _t  s iz e ); /* b u ffe r  s ize  */



  

Ad d r e s s  con ve r s ion  
p r im it ive s  (3 )

ch ar d s t [INET6 _ADDRS TRLEN];
/* t h e  con s t a n t  INET6 _ADDRS TRLEN is  d e fin e d  in
 * n e t in e t /in .h  a n d  is  e q u a l to  4 6 . F or  IPv4
 * a d d r e s s e s ,  a  con s t a n t  INET_ADDRS TRLEN
 * is   a ls o d e fin e d  a n d  s e t t e d  t o  1 6  */

s t ru ct  in 6 _ad d r *s rc;
if (!in e t_n top  (AF_INET6 , (con s t  v o id  *) s rc , d s t ,

 s iz e o f(d s t )) {
/* e r r or  p r oce s s in g  */

}



  

Clie n t  / S e r ve r , con n e c t e d  
m od e  (1 )

(t h e  c lie n t  s id e )

• In  con n e c t e d  m od e , t h e  c lie n t  c r e a t e s  a  
socke t , t h e n  b u ilt  t h e  a d d r e s s  of t h e  s e r ve r  
a n d  fin a lly e s t a b lis h e s  a  con n e c t ion  w it h  
t h is  s e r ve r  (vir t u a l c ir cu it ) u s in g  t h e  
p r im it ive  con n e ct

in t  con n e ct  (in t  s ock , con s t  s t ru ct  s ock ad d r *s a ,

  s ock le n _t  le n g th );

• con n e ct  r e tu r n s  - 1  in  t h e  e ve n t  of e r r or  0  
if n ot

• In  In t e r n e t  d om a in , t h e  cor r e s p on d in g  
p r ot ocol con n e c t e d  m od e  is  of cou r s e  TCP



  

s ocke t  c r e a t ion
(s ock e t )

s e t t in g  s e r ve r  a d d r e s s
(g e tad d rin fo)

t r yin g  to  con n e c t  t o  s e r ve r
(con n e ct )

fa ilu r e s u cce s s

e xit  fr om  p r og r a m s e s s ion  w ith  s e r ve r

Clie n t  / S e r ve r , con n e c t e d  
m od e  (2 ) (t h e  c lie n t  s id e )



  

Clie n t  / S e r ve r , con n e c t e d  
m od e  (3 )  (t h e  c lie n t  s id e , s ou r ce  cod e )

# in c lu d e  < s td io .h >
# in c lu d e  < u n is td .h >
# in c lu d e  < s y s /s ock e t .h >
# in c lu d e  < n e td b .h >

in t  op e n _con n  (ch ar *h os t , ch ar *s e rv )
{
    in t  s ock , e cod e ;
    s t ru c t  ad d rin fo  *re s ;
    s t ru c t  ad d rin fo  *h in ts  =  {
        0 , AF_UNS PEC, S OCK_S TREAM,
        0 , 0 , NULL, NULL, NULL
    } ;

1. Th e  fu n c t ion  op e n _con n  
t a ke s  a s  it s  1 s t  
a r g u m e n t  t h e  n a m e  of 
t h e  s e r ve r  on  w h ich  on e  
w ill e s t a b lis h  a  TCP 
con n e c t ion  a n d  a s  it s  
2 n d  a r g u m e n t  t h e  n a m e  
of t h e  s e r vice  r e q u e s t e d  
on  th is  s e r ve r

2. It  r e t u r n s  t h e  I/O 
d e s c r ip t or  a s s oc ia t e d  
w ith  t h e  s ocke t  ca r r yin g  
ou t  con n e c t ion  or  - 1  in  
t h e  e ve n t  of e r r or



  

Clie n t  / S e r ve r , con n e c t e d  
m od e  (4 )  (t h e  c lie n t  s id e , s ou r ce  cod e )

    e cod e  =  g e tad d rin fo  (h os t , s e rv , &h in ts , &re s );
    if (e cod e ) {
       fp rin t f (s td e rr, "g e tad d rin fo  :%s \n ", g a i_s t re rror (e cod e ));
       re tu rn  –1 ;
    }
    s ock  =  s ock e t  (re s  –> ai_fam ily , re s  –> ai_s ock ty p e ,

     re s  –> ai_p ro tocol);
    if (s ock  <  0 ) {
        fre e ad d rin fo  (re s );
        p e rror ("s ock e t");
        re tu rn  –1 ;
    }



  

Clie n t  / S e r ve r , con n e c t e d  
m od e  (5 )  (t h e  c lie n t  s id e , s ou r ce  cod e )

    if (con n e c t  (s ock , re s  –> ai_ad d r, re s  –> ai_ad d rle n ) <  0 ) {
        fre e ad d rin fo  (re s );
        p e rror ("con n e ct");
        re tu rn  –1 ;
    }
    fre e ad d rin fo  (re s );
    re tu rn  s ock ;
}



  

• Th e  c lie n t /s e r ve r  m od e l is  a s ym m e t ric a l . 
Con t r a r y t o  t h e  c lie n t , t h e  s e r ve r  is  p a s s ive , it  
a w a it s  t h e  r e q u e s t s  of th e  c lie n t s

• On  UN IX, t h e  s e r ve r  is  a  “d a e m on ” p r oce s s . 
With  e a ch  r e q u e s t  for  con n e c t ion , it  c r e a t e s  a  
p r oce s s  w h ich  t r e a t s  t h e  r e q u e s t  of th e  c lie n t

• At  th e  t im e  of it s  la u n ch in g , t h e  s e r ve r  c r e a t e s  
a  socke t  w h ose  I/O d e sc r ip tor  is  kn ow n  on ly 
b y p r oce s s e s  h a vin g  in h e r it e d  fr om  it  (a ft e r  a  
fork ). S o th a t  ot h e r  p r oce s s e s  h a ve  a cce s s  t o  
t h is  socke t , t h is  on e  is  a t t a ch e d  a t  a n  a d d r e s s . 
Th is  a t t a ch m e n t  is  ca r r ie d  ou t  b y th e  p r im it ive  
b in d

Clie n t  / S e r ve r , con n e c t e d  
m od e  (6 )  (t h e  s e r ve r  s id e )



  

• Wh e n  t h e  p or t  n u m b e r  p r ovid e d  t o  t h e  
p r im it ive  b in d  (via  t h e  p a r a m e t e r  s a ) is  
0 , it  is  t h e n  a lloca t e d  d yn a m ica lly b y 
t h e  s ys t e m . On e  ca n  g e t  it  w it h  t h e  
p r im it ive  g e ts ock n am e

Clie n t  / S e r ve r , con n e c t e d  
m od e  (7 )  (t h e  s e r ve r  s id e )

in t  b in d  (in t  s ock , con s t  s t ru ct  s ock ad d r *s a , 
     s ock le n _t  le n g th );

in t  g e t s ock n am e  (in t  s ock , s t ru ct  s ock ad d r *s a , 
                   s ock le n _t  *le n g th );



  

• On ce  t h e  s ocke t  c r e a t e d  a n d  a t t a ch e d  
a t  a n  a d d r e s s , t h e  s e r ve r  m u s t  in for m  
t h e  s ys t e m  h e  is  r e a d y t o a cce p t  t h e  
r e q u e s t s  for  con n e c t ion s . It  is  t h e  
ob je c t  of t h e  p r im it ive  lis te n

Clie n t  / S e r ve r , con n e c t e d  
m od e  (8 )  (t h e  s e r ve r  s id e )

in t  lis t e n  (in t  s ock , in t  m ax );

• Th e  s e con d  a r g u m e n t  is  t h e  m a xim u m  
n u m b e r  of r e q u e s t s  for  h a n g in g  
con n e c t ion s . It  is  a  con s t a n t  d e fin e d  in  t h e  
file : /u s r/in c lu d e /s y s /s ock e t .h

# d e fin e  S OMAXCONN 1 2 8



  

• F in a lly e a ch  h a n g in g  con n e c t ion  in  t h e  
q u e u e  a s s oc ia t e d  w it h  t h e  s ocke t  is  
e xt r a c t e d  b y t h e  s e r ve r  a n d  t h e  vir t u a l 
c ir cu it  w it h  t h e  s ocke t  of t h e  c lie n t  is  
e s t a b lis h e d  via  t h e  c r e a t ion  of a  n e w  
s ocke t .

• Th is  is  ca r r ie d  ou t  b y t h e  p r im it ive  
acce p t  w h os e  r e t u r n  va lu e  is  t h e  I/O 
d e s c r ip t or  of t h e  s ocke t  la t e ly c r e a t e d

Clie n t  / S e r ve r , con n e c t e d  
m od e  (9 )  (t h e  s e r ve r  s id e )

in t  acce p t  (in t  s ock , s t ru ct  s ock ad d r *s a , 
             s ock le n _t  *le n g th );



  

Clie n t  / S e r ve r , con n e c t e d  
m od e  (1 0 )  (t h e  s e r ve r  s id e )

s ocke t  c r e a t ion  (s ock e t )

s ocke t  a t t a ch m e n t  (b in d )

op e n in g  of t h e  s e r vice  (lis t e n )

w a it in g  for  con n e c t ion s  (acce p t )

p r oce s s  c r e a t ion  (fork )

s e r ve r ch ild

r e q u e s t  h a n d lin g



  

Clie n t  / S e r ve r , con n e c t e d  
m od e  (1 1 )  (t h e  s e r ve r  s id e : s ou r ce  cod e )

# in clu d e  < s td io .h >
# in clu d e  < s td lib .h >
# in clu d e  < u n is td .h >
# in clu d e  < e rrn o .h >
# in clu d e  < s y s /s ock e t .h >
# in clu d e  < n e td b .h >
# in clu d e  < s y s log .h >
# in clu d e  < s ig n al.h >

s ta t ic  v o id  re ap _ch ild  (in t );
v o id  s e rv _d ae m on  (in t  fam ily , ch ar *s e rv ,

        v o id  (*s e rv _fu n ct )(in t ),
        ch ar *s e rv _log n am e )

{

1. s e rv _d ae m on  t a ke s  
a s  1 s t  a r g u m e n t  a n  
a d d r e s s  fa m ily: IPv4  
or  IPv6

2. Th e  2 n d  a r g u m e n t  
is  t h e  n a m e  of t h e  
s e r vice

3. Th e  3 r d  a r g u m e n t  is  
a  p oin t e r  t ow a r d s  
t h e  fu n c t ion  of 
s e r vice

4. Th e  la s t  a r g u m e n t  is  
t h e  n a m e  p a s s e d  to  
s y s log d  (it  is  t h e  
n a m e  w h ich  w ill 
a p p e a r  in  log  file s )



  

Clie n t  / S e r ve r , con n e c t e d  
m od e  (1 2 )  (t h e  s e r ve r  s id e : s ou r ce  cod e )

    in t  s ock , e cod e ;
    s t ru c t  ad d rin fo  *re s ;
    s t ru c t  ad d rin fo  *h in t s  =  {
        AI_PAS S IVE, 0 , S OCK_S TREAM,
        0 , 0 , NULL, NULL, NULL
    } ;
    h in ts .a i_fam ily  =  fam ily ;
    e cod e  =  g e tad d rin fo  (NULL, s e rv , &h in ts , &re s );
    if (e cod e ) {
        fp rin t f (s td e rr, "g e tad d rin fo  :%s \n ", g a i_s t re rror (e cod e ));
        e x it (1 );
    }
    s ock  =  s ock e t  (re s  –> ai_fam ily , re s  –> ai_s ock ty p e ,

     re s  –> ai_p ro tocol);    



  

    if (s ock  <  0 ) {
        fre e ad d rin fo  (re s );
        p e rror ("s ock e t");
        e x it (1 );
    }
    if (b in d  (s ock , re s  –> ai_ad d r, re s  –> ai_ad d rle n ) <  0 ) {
        fre e ad d rin fo  (re s );
        p e rror ("b in d ");
        e x it (1 );
    }
    fre e ad d rin fo  (re s );

Clie n t  / S e r ve r , con n e c t e d  
m od e  (1 3 )  (t h e  s e r ve r  s id e : s ou r ce  cod e )



  

# ifn d e f DEBUG
    if (d ae m on  (0 , 0 ) <  0 ) {  /* b e com e s  a  «d a e m on » p r oce s s  */
        p e rror ("d ae m on ");
        e x it (1 );
    }
# e n d if
    s ig n al (S IGCHLD, re ap _ch ild ); /* s ig n a l S IGCH LD is  ca u g h t  */
    lis te n  (s ock , S OMAXCONN);
    op e n log  (s e rv _log n am e , LOG_PID | LOG_CONS , LOG_US ER);
    for (;;) {
        in t  a , f, le n ;
        s t ru ct  s ock ad d r_s torag e  from ;

        a  =  acce p t  (s ock , (s t ru ct  s ock ad d r *) &from , &le n );

Clie n t  / S e r ve r , con n e c t e d  
m od e  (1 4 )  (t h e  s e r ve r  s id e : s ou r ce  cod e )



  

        if (a  <  0 ) {
            if (e rrn o  !=  EINTR)
                s y s log  (LOG_ERR, "%s : acce p t : %m ", s e rv );
            con t in u e ;
        }
        f =  fork  ();
        if (f <  0 ) {
            s y s log  (LOG_ERR, "%s : fork : %m ", s e rv );
            con t in u e ;
        }
        if (f = =  0 ) {  /* ch ild  p r oce s s  */
            c los e (s ock );
            s e rv _fu n ct (a);
            e x it (0 );
        }

Clie n t  / S e r ve r , con n e c t e d  
m od e  (1 5 )  (t h e  s e r ve r  s id e : s ou r ce  cod e )



  

        c los e (a); /* s e r ve r  a n d  ch ild  */
    }  /* for  loop  e n d s  h e r e  */
}

s ta t ic  v o id  re ap _ch ild  (in t  s ig )
{
    in t  s ta tu s ;

    w h ile  (w ait3  (&s ta tu s , W NOHANG, NULL) >  0 );
}

Clie n t  / S e r ve r , con n e c t e d  
m od e  (1 6 )  (t h e  s e r ve r  s id e : s ou r ce  cod e )



  

«w ild ca r d »  a d d r e s s  (1 )

• A TCP s e r ve r  w h e n  b in d in g  it s  
(lis t e n in g ) s ocke t , n or m a lly le a ve s  t h e  
s ys t e m  t o com p u t e  t h e  s ou r ce  a d d r e s s

• In  IPv4 , t h e  fie ld  s in _ad d r.s _ad d r of t h e  
s t r u c t u r e  s ock ad d r_in , p a s s e d  t o  t h e  
p r im it ive  b in d , h a s  for  va lu e  t h e  
con s t a n t  INADDR_ANY d e fin e d  in  t h e  
file  n e t in e t /in .h

• In  IPv6 , t h e r e  a r e  t w o w a ys  of 
p r oce e d in g  b e ca u s e  of t h e  r u le s  of t h e  
C la n g u a g e  on  in it ia liza t ion s  a n d  
a s s ig n m e n t s  of s t r u c t u r e s



  

«w ild ca r d »  a d d r e s s  (2 )
• 1 s t  m e t h od :

• 2 n d  m e t h od :

s t ru ct  in 6 _ad d r an y _ad d r =  IN6 ADDR_ANY_INIT;

e x te rn  con s t  s t ru c t  in 6 _ad d r in 6 ad d r_an y ;

s t ru ct  s ock ad d r_in 6  s in 6 ;

s in 6 .s in 6 _ad d r =  in 6 ad d r_an y ;

• Wa r n in g : t h e  follow in g  C cod e  is  in va lid

s t ru ct  s ock ad d r_in 6  s in 6 ;

s in 6 .s in 6 _ad d r =  IN6 ADDR_ANY_INIT;



  

«w ild ca r d »  a d d r e s s  (3 )
• Th e  con s t a n t s  IN6 ADDR_ANY_INIT a n d  

in 6 ad d r_an y  a r e  d e fin e d  in  t h e  file  
n e t in e t /in .h

s t ru ct  ad d rin fo  *re s ;
s t ru ct  ad d rin fo  *h in t s  =  {
    AI_PAS S IVE, 0 , S OCK_S TREAM,
    0 , 0 , NULL, NULL, NULL
} ;
h in t s .a i_fam ily  =  fam ily ;
e cod e  =  g e tad d rin fo  (NULL, s e rv , &h in ts , &re s );

• F ie ld  re s -> ai_ad d r is  w or th  
INADDR_ANY or  IN6 ADDR_ANY_INIT 
a ccor d in g  t o  w h e t h e r  fa m ily is  w or t h  
AF_INET or  AF_INET6



  

r e a d  / w r it e  sys t e m  ca lls  (1 )

• Th e  p r im it ive  re cv , w h ich  s h ou ld  b e  
u s e d  on ly w it h  con n e c t e d  s ocke t s , (i.e . 
of t yp e  S OCK_S TREAM) is  id e n t ica l in  it s  
u s e  t o  t h e  p r im it ive  re ad  e xce p t  t h e  
p r e s e n ce  of a n  a d d it ion a l a r g u m e n t

s s iz e _t  re cv  (in t  s , v o id  *b u f, s iz e _t  le n , in t  flag s );

• Th e  a d d it ion a l a r g u m e n t  flag s  ca n  h a ve  
t h e  follow in g  va lu e s : 
MS G_OOB, MS G_PEEK, MS G_W AITALL



  

r e a d  / w r it e  sys t e m  ca lls  (2 )

• Th e  p r im it ive  s e n d , w h ich , like  re cv , 
s h ou ld  b e  u s e d  on ly w it h  con n e c t e d  
s ocke t s , is  id e n t ica l in  it s  u s e  t o  t h e  
w rite  p r im it ive  e xce p t  t h e  p r e se n ce  of 
a n  a d d it ion a l a r g u m e n t

s s iz e _t  s e n d  (in t  s , con s t  v o id  *b u f, s iz e _t  le n , in t  flag s );

• Th e  a d d it ion a l a r g u m e n t  flag s  ca n  h a ve  
t h e  follow in g  va lu e s :
M S G_OOB, M S G_PEEK, M S G_DON TROUTE,

M S G_ERR, M S G_EOF



  

r e a d  / w r it e  sys t e m  ca lls  (3 )

• With  n on -con n e c t e d  m od e  (t h e  t yp e  of 
t h e  s ocke t  is  t h e n : S OCK_DGRAM), on e  
m u s t  u s e  t h e  p r im it ive s  re cv from  a n d  
s e n d to  b e ca u s e  t h e  d e s t in a t ion  (or  
s ou r ce ) a d d r e s s  is  n ot  im p lic it  a n y 
m or e , fr om  w h e r e  t h e  p r e s e n ce  of 2  
a d d it ion a l a r g u m e n t s :

s s iz e _t  re cv from  (in t  s , v o id  *b u f, s iz e _t  le n , in t  flag s ,
        s t ru ct  s ock ad d r *from ,
         s ock le n _t  *from le n );



  

r e a d  / w r it e  sys t e m  ca lls  (4 )

• Th e  fir s t  fou r  p a r a m e t e r s  of re cv from  
(r e s p . s e n d to ) is  id e n t ica l t o  t h os e  of 
re cv  (r e s p . s e n d )

• Th e s e  t w o p r im it ive s  ca n  b e  a ls o u s e d  
in  con n e c t e d  m od e . In  p a r t icu la r , if t h e  
a r g u m e n t  from  of t h e  p r im it ive  
re cv from  is  t h e  n u ll p oin t e r , t h e n  
re cv from  is   e q u iva le n t  t o  re cv

s s iz e _t  s e n d to  (in t  s , con s t  v o id  *b u f, s iz e _t  le n , in t  flag s ,
     con s t  s t ru ct  s ock ad d r *to ,
     s ock le n _t  to le n );



  

S ocke t 's  op t ion s  (1 )

• F or  e xa m p le , t o  g e t  t h e  d e fa u lt  va lu e  of 
t h e  “h op  lim it ” of t h e  (u n ica s t ) IPv6  
d a t a g r a m s :

in t  g e t s ock op t  (in t  s , in t  le v e l, in t  op tn am e , v o id  *op tv a l,
     s ock le n _t  *op t le n );

in t  h op lim it ;
s ock le n _t  le n  =  s iz e of (h op lim it );
if (g e t s ock op t (s , IPPROTO_IPV6 , IPV6 _UNICAS T_HOPS ,

    (v o id  *) &h op lim it , &le n ) <  0 ) {
    /* e r r or  p r oce s s in g  */
}



  

S ocke t 's  op t ion s  (2 )

• F or  e xa m p le  t o  ch a n g e  t h e  va lu e  of t h e  
“h op  lim it ” of t h e  (u n ica s t ) IPv6  
d a t a g r a m s  s e n t  via  t h e  s ocke t  w h ose  
I/O d e sc r ip t or  is  s :

in t  h op lim it  =  1 6 ;
if (s e t s ock op t  (s , IPPROTO_IPV6 , IPV6 _UNICAS T_HOPS ,

    (v o id  *) &h op lim it , s iz e o f (h op lim it )) <  0 ) {
    /* e r r or  p r oce s s in g  */
}

in t  s e t s ock op t  (in t  s , in t  le v e l, in t  op tn am e ,
     con s t  v o id  *op tv a l, s ock le n _t  op t le n );



  

Clie n t  / S e r ve r : a  fu ll 
e xa m p le  (1 )

$  n b u s  < h os t n a m e >

5  u s e r(s ) log g e d  on  < h os tn am e >

• n b u s .c :   c lie n t  s ou r ce  cod e

• n b u s d .c : s e r ve r  s ou r ce  cod e

• n b u s .h :   com m on  h e a d e r  t o  file s  n b u s .c  
               a n d  n b u s d .c  



  

Clie n t  / S e r ve r : a  fu ll 
e xa m p le  (2 )

/* n b u s .h  */

# in c lu d e  < s td io .h >

# in c lu d e  < u n is td .h >

# d e fin e  S ERVICE "n b u s "

/ * You  m u s t  d e c la r e  n b u s  in  file  /e tc /s e rv ice s . F or  e xa m p le ,

  * in s e r t  t h e  fo llow in g  lin e :

  * n b u s 2 0 0 0 0 /tcp

  */

# d e fin e  UTMP "/v ar/ru n /u tm p " /* F r e e BS D/N e tBS D */



  

Clie n t  / S e r ve r : a  fu ll 
e xa m p le  (3 )

/* n b u s .c  (p a r t  1 /2 ) */
# in c lu d e  "n b u s "

e x te rn  in t  op e n _con n (ch ar*, ch ar*);

in t  m ain  (in t  arg c , ch ar **arg v );
{
    in t  fd ;
    s h ort  n b u s ; /* n u m b e r  of u s e r s  log g e d  on  r e m ot e  h os t  */

    if (arg c  !=  2 ) {
        fp rin t f (s td e rr, "%s : u s ag e : %s  < h os t> .\n  ", arg v [0 ], arg v [0 ]);
        e x it (1 );
    }
    if ((fd  =  op e n _con n  (arg v [1 ], S ERVICE)) = =  -1 )
        e x it (1 );



  

Clie n t  / S e r ve r : a  fu ll 
e xa m p le  (4 )

/* n b u s .c  (p a r t  2 /2 ) */

    re cv  (fd , (v o id  *) &n b u s , s iz e o f (n b u s ), 0 );
    n b u s  =  n toh s  (n b u s ); /* h os t  b yt e  or d e r   */
    if (n b u s  = =  -1 ) {
        fp rin t f (s td e rr, "Can ’t  op e n  %s  on  %s .\n ", UTMP, arg v [1 ]);
        e x it (1 );
    }
    fp rin t f (s td ou t , "%d  u s e r(s ) log g e d  on  %s .\n ", n b u s , arg v [1 ]);
    e x it (0 );
}



  

Clie n t  / S e r ve r : a  fu ll 
e xa m p le  (5 )

/* n b u s d .c  (p a r t  1 /1 ) */
# in c lu d e  "n b u s "
# ifd e f IPV6
# d e fin e  FAMILY AF_INET6
# e ls e
#  d e fin e  FAMILY AF_INET
# e n d if

e x te rn  in t  s e rv _d ae m on  (in t , ch ar *, v o id  (*)(in t ), ch ar *);
v o id  n b u s (in t );

in t  m ain  (v o id );
{
    s e rv _d ae m on  (FAMILY, S ERVICE, n b u s , NULL);
}



  

Clie n t  / S e r ve r : a  fu ll 
e xa m p le  (6 )

/* n b u s d .c  (p a r t  2 /2 ) */
v oid  n b u s  (in t  s ock )
{
    in t  fd ;
    s h ort  n u  =  -1 ;
    s t ru c t  u tm p  u t ;
    if ((fd  =  op e n  (UTMP, O_RDONLY)) >  0 ) {
        n u  =  0 ;
        w h ile  (re ad  (fd , (ch ar *) &u t , s iz e o f (u t )) = =  s iz e o f (u t ))
            if (u t .u t_n am e [0 ])
                n u + + ;
    }
    c los e (fd );
    n u  =  h ton s  (n u );
    s e n d  (s ock , (v o id  *) &n u , s iz e o f (n u ), 0 );
}


